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With Information Highway, We Can Embrace AI5

Agenda

New Challenges in Semiconductor Manufacturing1

Data is the New Oil2

Security Challenges in Semiconductor Manufacturing3

True Zero Trust™ with Unified Server4



3 All Rights Reserved - ADVANTEST CORPORATION

System quality 
challenge

New Challenges in Semiconductor Manufacturing

New packaging:
2.5D and 3D Chiplets

Chip-level scale
integration

Chip-scale sensors 
requiring 
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New Challenges in Semiconductor Manufacturing
Cores That Don’t Count*

Peter H. Hochschild

Paul Turner

Jeffrey C. Mogul

Rama Govindaraju

Parthasarathy Ranganathan

David E. Culler

Amin Vahdat

Sunnyvale, CA  US

*https://research.google/pubs/pub50337/
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We Will Need Data from All Sources to Help with New Challenges

Open Solutions Ecosystem

ACS Nexus (Data Access) + ACS Edge (Edge Computing) + ACS Unified Server (True Zero TrustTM Security)

Data Data Data Data Data Data

ACS Real-Time Data Infrastructure
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New Infrastructure 

Enables Solution 

Innovation

ACS Products & Services Customer Applications Third Party Applications
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New Solutions
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Should I Worry About Security?
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Protection

• Security updates

• Removing unnecessary drivers

• Closing unnecessary ports

• Limiting access to systems

• Using firewalls, anti-virus, malware, 

spyware protection applications

• Encryption

• Password management

• Intrusion prevention systems (IPS)

• Intrusion detection systems (IDS)

Result of 

protection of 

my home against 

known threats
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Watch Rubrik CEO: Cyber Attacks Are Inevitable - Bloomberg

https://www.bloomberg.com/news/videos/2023-04-18/rubrik-ceo-cyber-attacks-are-inevitable-video
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Digression: Let’s Talk About the ISS
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Outer Hull of ISS Protects Against Debris 

The ISS has shields called Whipple bumpers. 

They are multi-layered with spaces between 

the layers. The intent is that impact with a 

layer will both slow and hopefully break apart 

the projectile, so that by the time it gets to the 

bottom layer it is no longer harmful.

https://freesvg.org/international-space-station-vector-drawing, https://www.trtworld.com/life/how-is-nasas-iss-protected-against-space-debris-338800
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Containment Doors Ensure Leaking Areas Can Be Isolated

Eventually, 

debris will go 

through, and air 

leaks will need to 

be contained

https://www.esa.int/ESA_Multimedia/Images/2015/03/Space2_on_Columbus
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… this shows is just not enough to protect …

… we also need to contain
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Usually, We Think about Test Cell
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… But Test Cell is Included in a Test Floor …
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… And Test Floor is Surrounded by Other Equipment

P R I N T E R

I o T

C O F F E E  P O T

F I R E W A L L

R O U T E R

S O F T W A R E

C O M P U T E R
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https://cinteot.com/targets-2013-data-hack-happened/
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… And Test Floor is Surrounded by Other Equipment
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The Lazarus heist: How North Korea almost pulled off a billion-dollar hack - BBC News

Nearly A Million Printers At Risk Of Attack, Thousands Hacked To Prove It (forbes.com)

https://www.bbc.com/news/stories-57520169
https://www.forbes.com/sites/leemathews/2020/08/31/800000-printers-vulnerable-28000-hacked/?sh=509e399ed8a9
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… And Test Floor is Surrounded by Other Equipment
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Attacks Can Target Software Update Servers …

Tax software blamed for cyber-attack 

spread - BBC News

Malicious ‘Lolip0p’ PyPi packages install info-stealing 

malware (bleepingcomputer.com)

Compromised PyTorch-nightly dependency chain between December 25th and December 30th, 2022. | PyTorch

https://www.bbc.com/news/technology-40428967
https://www.bleepingcomputer.com/news/security/malicious-lolip0p-pypi-packages-install-info-stealing-malware/#:~:text=A%20threat%20actor%20has%20uploaded%20to%20the%20PyPI,named%20%27Lolip0p%27%20between%20January%207%20and%2012%2C%202023.
https://pytorch.org/blog/compromised-nightly-dependency/#:~:text=PyTorch-nightly%20Linux%20packages%20installed%20via%20pip%20during%20that,packages%20that%20are%20hosted%20on%20public%20package%20indices.
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https://www.theregister.com/2022/09/30/microsoft_north_korea_zinc_threat/
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https://www.wikihow.com/Bypass-a-Firewall-or-Internet-Filterhttps://www.tomsguide.com/news/netgear-router-admin-hack
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… Some Test Floors Require Cloud Connection …

F a b l e s s
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https://skyhelm.com/cyberattacks-your-firewall-wont-protect-you-from/

I N S I D E R  T H R E AT S

D ATA  L E A K A G E

Shown in 
previous 

slides

https://skyhelm.com/cyberattacks-your-firewall-wont-protect-you-from/
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Malicious agent can change noise level of measurements and transmit confidential information

Staging a Data Leakage

Test Cell Cloud

measurements

secret message Insider threat

Data leakage

Web-proxy

-0.4778164

-0.47781682
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Cyber Attacks are inevitable.

Protection is not enough any longer.

Containment is the only way to secure you have limited leakage.
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True Zero Trust™ Environment for Test Floor is a Must…

• Provides containment environment for Test Floor

• Assumes facility has been compromised upward 

or downward

• Shared ownership of security by OSAT and 

Fabless

• Enables packet inspection and logging 

of transactions

• Provides transaction-level security

• Encrypted traffic to Unified Server

• Third party to provide full SBOM of packages to 

detect known threats

True Zero Trust™ Unified Server
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ACS Real-Time Data Infrastructure (RTDI) 

Customer

Data Scientist
Develops and tests 

AI / ML workloads

Test Engineer
Develops and releases 

test program

On-prem copy

from cloudUnified Server

Container Mirror

Key Features:

• Communication backplane for 

Test Floor

• Edge level computing facility

• Floor level True Zero Trust™ with 

Unified Server Container hub

Management of AI/ML

container images

Test Facility

AI / ML

Workload

Customer 

Test 

Program

ACS Container 

Hub

Test Cell

10Gb/s Encrypted Ethernet

Host

Controller
ACS Nexus

x86 server w/optional GPU

ACS Nexus

Software ACS Edge Server

x86 server with 

optional GPU
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ACS Real-Time Data Infrastructure Securely Supports…

• Data feed forward / backward with full multi-site integration

• Outlier detection

• Adaptive test

• Predictive modeling

• Optimization of heavy computation test



32 All Rights Reserved - ADVANTEST CORPORATION

What Can You do with Edge and Unified Server Infrastructure…

The Brick

Mobile phones used to be bought for phone calls…
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What Can You do with Edge and Unified Server Infrastructure…

…nowadays, mobile 

phones can also be 

used for phone calls…

Mobile phones used to be 

bought for phone calls…

Global mobile data traffic Exabytes per month

0
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2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020

Smartphone Tablet, Other

Source: Ericsson Mobility Report
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Embracing AI New Technologies
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Which New AI Technologies Can Be Used With More Data

New chip technologies require new measurements, 

relying in multi-dimensional data

Large Language Models are creating vast new 

opportunities in all domains
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Thermal Profile of Dies

https://semiengineering.com/a-high-level-how-to-guide-for-effective-chip-

package-thermal-co-design/
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What’s an LLM (Large Language Model)?

ChatGPT

• Very large number of parameters

• Trained on a very large corpus (petabytes)

• Trained for several months and with several 

restarts and with a hefty electricity bill

• People do not know how information is 

stored because of its size
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Using LLMs (Large Language Models)
LLMs can comprehend and link topics and it has “SOME” understanding of math, but 

ChatGPT does not understand new developments as it is not connected to the Internet
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Using LLMs (Large Language Models)
Search Engines list documents. LLMs summarize knowledge.
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Using LLMs (Large Language Models)
LLMs don’t know when it makes mistakes, so it should be considered as an exoskeleton
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Conclusions

In order to effectively 

safeguard the valuable 

assets and intellectual 

property of OSAT and 

Fabless organizations, 

containment is necessary.  

ACS Real-time Data 

Infrastructure offers a 

highly secure containment 

system called True Zero 

Trust™

Through its innovative 

design, ACS real-time 

infrastructure establishes a 

cutting-edge paradigm that 

allows for the creation of 

secure data highways and 

paves the way for building 

novel applications with 

enhanced security

Over the next few years, 

we can anticipate a 

significant shift in the types 

of applications being 

developed, moving away 

from traditional statistical 

machine learning and 

towards more sophisticated 

autonomous or semi-

autonomous agents that 

can automate testing 

activities
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Questions?


